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1.

Introduction

Christopher Alexander [1] was the first to introduce the concept of a pattern language. He has inspired many computer
scientists to develop pattern languages for software, but so
far we have not produced a result that is as impressive as his.
This paper describes our experiences of developing a pattern language for security [6]. We describe the mechanism
of growing this pattern language: how we cataloged the security patterns from books, papers and pattern catalogs, how
we classified the patterns to help developers find appropriate
patterns, and how we identified and described the relationships between patterns in the pattern language. Ours is the
first pattern language that covers patterns of an entire problem domain; to our best knowledge, it is also the largest in
software. But the most significant contribution of this work
is the story behind how the pattern language is grown, as the
mechanism can be adapted to other domains.

2.

Growing a Pattern Language

Security patterns capture security knowledge. We have been
maintaining a comprehensive catalog of all security patterns
published in the last 15 years (the first security pattern paper [14] appeared in 1997). It is a union of all security patterns that appear in many books [7, 11, 12], catalogs [2, 8–
10], and papers [3, 4, 14]. It accumulates the experience of
the entire security pattern community and is a fair representation of the solution domain of security.
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The pattern sources describe 174 security patterns, but
with many overlaps. After removing the overlaps, the current
catalog contains 96 security patterns.
We started by evaluating various classification schemes
that break up the large catalog into smaller clusters of related
patterns. Second, we created small pattern languages, one
for each cluster of patterns. Third, we combined the small
diagrams into one large diagram, adding more inter-group
relationships. We describe these three steps here.
2.1

Categorize Security Pattern Catalog

Our previous work [5] organized the security patterns. We
tried several classification schemes; and found that a hierarchical scheme using threat models works the best. A treebased scheme allows us to classify a pattern by placing it
on a leaf node (low-level patterns) as well as internal nodes
(high-level patterns), therefore creating the hierarchy. Patterns at the root of the tree are applicable to multiple contexts. The application contexts (core, perimeter, and exterior)
are in the internal nodes. Each context is further classified
using threat models; we use the STRIDE threat model [13].
To illustrate the classification, consider S ADE DATA
S TRUCTURE [4] that suggests that strings should be represented with a separate data structure that keeps information about allocated and used memory. This is a core pattern that prevents tampering, and it is classified at that leaf
node. On the other hand, S ECURITY N EEDS I DENTIFICA TION FOR E NTERPRISE A SSETS [11] describes a process
for asset evaluation. This is clearly more general, and applies to all contexts and all threat models. It is classified at
the root node of the tree.
2.2

Build Category-specific Pattern Languages

A pattern language offers the reader a guidance in selecting
the next pattern to consider. It shows all the closely related
patterns. But how does one determine that there exists a
relationship between patterns? In Alexander [1], the pattern
at the head of the connecting arrow is typically mentioned in
the Context section of the pattern that appears at the end of
the arrow. Alternatively, the pattern at the end of the arrow is
mentioned in the Resulting Context of the pattern at the head
of the arrow. Unfortunately, most of the security patterns

were not written in that format, so we had to re-create those
relationships by carefully considering the typical order in
which they would be applied. We listed them in that temporal
order, and then described their relationships.

Figure 2. Unifying the Pattern Languages

Figure 1. Core Patterns for Preventing Privilege Escalation
Figure 1 shows the relationship between 7 core patterns
that prevent privilege escalation. The first step of preventing privilege escalation is partitioning an application, described by two patterns. We relate them by an arrow from
C OMPARTMENTALIZATION [4] to D ISTRIBUTED R ESPON SIBILITY [4], meaning that the latter follows the former. In
practice, these two patterns typically go hand in hand. A
user compartmentalizes a system, then checks whether the
responsibilities are properly distributed, and may compartmentalize again and so on. So, we add an arrow in the reverse direction. E XECUTION D OMAIN [11] specializes D IS TRIBUTED R ESPONSIBILITY [4] by restricting access to resources available to a process.
It is important to check process creation (C ONTROLLED
P ROCESS C REATION [11]), object creation (C ONTROLLED
O BJECT FACTORY [11]), and memory usage (C ONTROLLED
V IRTUAL A DDRESS S PACE [11])—all three follow E XE CUTION D OMAIN [11]. S ECURE R ESOURCE P OOLING [4]
eases process creation by pre-forking a process pool; it also
adds control on process lifetime to prevent privilege escalation vulnerabilities in long-running processes.
2.3

Unify Pattern Languages

The small pattern languages created are relatively selfcontained; each contains patterns for a type of security problem. But if we consider the pattern language for high level
security patterns, they will explain how to approach solving
any security problem, but stop short of solving any. They
will leave off where all the other figures for small pattern
languages start. Figure 2 presents a relationship between the
small pattern languages. It sketches the unification step.

3.

Conclusion

A pattern language communicates the nature of order by describing the way patterns relate to one another. Our current
pattern language is a work in progress. It has not yet been
used on a large project, been reviewed by more than a few
security experts, or been used to teach students how to make

secure systems. Doing these things will undoubtedly point
out ways to improve it. However, its current version is already an improvement on the state of the art.

A.

Location of Security Pattern Catalog

http://munawarhafiz.com/securitypatterncatalog/index.php.
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